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DLint and JITProf for Web Pages

< <
< <
mitmproxy

Observe requests & intercepts responses E?
that contain JS and webpages N

PNG CSS
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What are coding practices?

Good coding practices
* |nformal rules
* |Improve code quality

Better quality means:

* Fewer correctness issues
* Better performance

e Better usability

* Better maintainability

* Fewer security loopholes
* Fewer surprises

Liang Gong, Electric Engineering & Computer Science, University of California, Berkeley.



Rule: avoid using for..in over arrays

var sum = 0, value;

var array = [11, 22, 33];

for (value in array) {
sum += value;

}

> sum ?

Liang Gong, Electric Engineering & Computer Science, University of California, Berkeley.



Rule: avoid using for..in over arrays

var sum = 0, value;

var array = [11, 22, 33];

for (value in array) {
sum += value;

}
> sum ?
array index
X 11 + 22 + 33 => 66 (notarrayvalue)
®x) 0+ 1+ 2 =>3 array index : string

V e+"e"+"1"+"2" => "0012"

Liang Gong, Electric Engineering & Computer Science, University of California, Berkeley.



Rule: avoid using for..in over arrays

var sum = 0, value;

var array = [11, 22, 33];

for (value in array) {
sum += value;

}
> sum ?
array index
X 11 + 22 + 33 => 66 (notarrayvalue)
®x) 0+ 1+ 2 =>3 array index : string

x V e+"e"+"1"+"2" => "6012"

° Cross_browser |Ssues > "@012indexOftoString...'
* Result depends on the Array prototype object

L

iang Gong, Electric Engineering & Computer Science, University of California, Berkeley.



Rule: avoid using for..in over arrays

var sum = 0, value;

var array = [11, 22, 33];

for (value in array) {
sum += value;

}

> sum ?

for (i=0; 1 < array.length; i++) {

V4 sum += array[i];

}

function addup(element, index, array) {
v sum += element;

}

array.forEach(addup);

Liang Gong, Electric Engineering & Computer Science, University of California, Berkeley.



Rule: avoid using for..in over arrays

var sum = 0, value;
var array = [11, 22, 33];
A for (value in array) {

sum += value;

> sum ?

for (i=6; 1 < array.length; i++) {

V4 sum += array[i];

}

function addup(element, index, array) {
¥ g sum += element;

}

array. forEach(addup) ;

Liang Gong, Electric Engineering & Computer Science, University of California, Berkeley.
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Coding Practices and Lint Tools

* Existing Lint-like checkers
— Inspect source code

— Detect common mistakes
e Limitations:

— Approximates behavior

— Unknown aliases

— Lint tools favor precision over soundness

e Difficulty: Precise static program analysis

Liang Gong, Electric Engineering & Computer Science, University of California, Berkeley.
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DLint

Dynamic Linter checking code quality rules for JS
Open-source, robust, and extensible framework

Formalized and implemented 28 rules
— Counterparts of static rules
— Additional rules

Empirical study
— It is better to use DLint and static linter together

Liang Gong, Electric Engineering & Computer Science, University of California, Berkeley.
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Detect for..in over arrays with Jalangi

var sum = 0, value;
var array = [11, 22, 33];
A for (value in array) {

sum += value;

> sum ?

for (i=6; 1 < array.length; i++) {

V4 sum += array[i];

}

function addup(element, index, array) {
¥ g sum += element;

}

array. forEach(addup) ;

Liang Gong, Electric Engineering & Computer Science, University of California, Berkeley.
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Detect for..in over arrays with Jalangi

for (value in obj) {
sum += value;

}

Liang Gong, Electric Engineering & Computer Science, University of California, Berkeley.
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Detect for..in over arrays with Jalangi

for (value in obj) {

sum += value; Have a warning when
} ob7j in for-1inis an array.

Liang Gong, Electric Engineering & Computer Science, University of California, Berkeley.
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Detect for..in over arrays with Jalangi

for (value in obj) {

sum += value; Have a warning when
} ob7j in for-1inis an array.

‘ instrumentation

Jalangi Instrumented Code

Liang Gong, Electric Engineering & Computer Science, University of California, Berkeley.



Detect for..in over arrays with Jalangi

for (value in obj) {

sum += value; Have a warning when
} ob7j in for-1inis an array.

‘ instrumentation

Jalangi Instrumented Code

function forinObject(iid, val) {

16
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Detect for..in over arrays with Jalangi

for (value 1in .“{

sum += value; : Have a warning when
), ~ objin for-inisan array.

*

‘ sinstrumentation

y
Jalangi Instrumented Code

L J
4y
n
-------------------

function forinObject(iid, ) {

17
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Detect for..in over arrays with Jalangi

for (value 1in .“{

sum += value; : Have a warning when
), .+ objinfor-inisan array.

‘ sinstrumentation

y
Jalangi Instrumented Code

function forinObject(iid, ) {

if (isArray(val)) {
// report warning!
}

18

Liang Gong, Electric Engineering & Computer Science, University of California, Berkeley.



Detect for..in over arrays with Jalangi

for (value 1in .“{

sum += value; : Have a warning when
), .+ objinfor-inisan array.

‘ sinstrumentation

y
Jalangi Instrumented Code

function forinObject(iid, ) {

if (isArray(val)) {
// report warning!
}

19
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Detect for..in over arrays with Jalangi

for (value 1in .“{

sum += value; : Have a warning when
), .+ objinfor-inisan array.

‘ sinstrumentation

y
Jalangi Instrumented Code

function forinObject(iid, ) {
if (isArray(val)) {
J$.1idToLocation(iid);

20

Liang Gong, Electric Engineering & Computer Science, University of California, Berkeley.



Detect for..in over arrays with Jalangi

for (value 1in .“{

sum += value; : Have a warning when
), ~ objin for-inisan array.
Jnstrumentation

l V
Jalangi Instrumented Code

function forinObject(iid, ) {
if (isArray(val)) {
J$.1idToLocation(iid);

file.]js:<start line>:<start col>:<end line>:<end col>

*
unnt®
e’

21
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Detect for..in over arrays with Jalangi

for (value in .‘{

sum += value; Have a warning when
), ~ objin for-inisan array.
.mstrumentatlon

l V
Jalangi Instrumented Code

\d
.
“

function forinObject(iid, ), {

if (isArray(val)) {
J$.1idToLocation(iid);

file.]js:<start line>:<start col>:<end line>:<end col>

Py

Liang Gong, Electric Engineering & Computer Science, University of California, Berkeley.
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Checkers

CheckNaN.js
ConcatUndefinedToString.js
NonObjectPrototype.js
SetFieldToPrimitive.js
OverFlowUnderFlow.js
StyleMisuse.js
ToStringGivesNonString.js
UndefinedOffset.js
NoEffectOperation.js
AddEnumerablePropertyToObject.js
ConstructWrappedPrimitive.js
InconsistentNewCallPrefix.js
UncountableSpacelnRegexp.js
FloatNumberEqualityComparison.js

FunctionToString.js
ShadowProtoProperty.js
ForinArray.js
NonNumericArrayProperty.js
OverwrittenPrototype.js
GlobalThis.js
CompareFunctionWithPrimitives.js
InconsistentConstructor.js
FunctionCalledWithMoreArguments.js
lllegalUseOfArgumentsVariable.js
DoubleEvaluation.js
EmptyClassinRegexp.js
UseArrObjConstrWithoutArg.js
MissRadixArginParseNum.js



Chained Analysis

a.f = b.g
\ 4

PutField(Read("a", a), "f", GetField(Read("b", b), "g"))

gresssss s 0 S-
Chained Analysis Checker-1
functions
functions ;
PutField Checker-2
. CLLTTYTTY T > Read -
PutF".eLd funct,ons
:.........> Read .............. .é PutField Checker-n
g ........................................ > Read cee functions
: PutField
E ................................................................................ > Read

24
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Other Resources

Jalangi (v2) Github
https://qgithub.com/Samsung/jalangi2

DLint + JITProf Github based on Jalangi (v2)
https://qgithub.com/ksen007/jalangi2analyses

JITProf Visualization Github based on Jalangi (v2)
https://qgithub.com/JacksonGL/jitprof-visualization

25
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DLint and JITProf

‘ JITProf: Find JS code that prohibit JIT-optimization

[FSE"15] JITProf: Pinpointing JIT-unfriendly JavaScript code
Liang Gong, Michael Pradel, Koushik Sen

Liang Gong, Electric Engineering & Computer Science, University of California, Berkeley.



27

Motivation of JITProf

Dynamic language features:

Simplifies coding
* Write less, do more

- more productive
 Codeis less verbose

—> easier to understand

© Liang Gong, Electric Engineering & Computer Science, University of California, Berkeley.
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Motivation of JITProf

Dynamic language features:

Simplifies coding

e Write less, do more
- more productive

 Codeis less verbose

- easier to understand
Slow execution

* Too many runtime checks
* Object property lookup -> hash table lookup

© Liang Gong, Electric Engineering & Computer Science, University of California, Berkeley.
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Pinpointing JIT-unfriendly JavaScript Code

* Code snippet from Google Octane Benchmark:

SplayTree.prototype.insert = function(key, value) {

var node = new SplayTree.Node(key, value);
i1f (Rey > this.root_.Rey) {

node. left = this.root_;

node.right = this.root_.right;

} else {
node.right = this.root_;
node. left = this.root_.left;

}

this.root_ = node;

}s;

Liang Gong, Electric Engineering & Computer Science, University of California, Berkeley.



Pinpointing JIT-unfriendly JavaScript Code

* Code snippet from Google Octane Benchmark:

SplayTree.prototype.insert = function(key, value) {

var node = new SplayTree.Node(key, value);
if (Rey > this.root_.kRey) {

node. left = this.root_;
node.right = this.root_.right;

} else { .
node.right = this.root_; Cause OprOI' performance-
node.left = this.root_.left; |« pnode has two layouts:

[ offset of Left in node

this.root_ = node; canbeoori

* JIT cannot replace node. Left

with node[@©] or node[1]

}s;

30
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Pinpointing JIT-unfriendly JavaScript Code

* Code snippet from Google Octane Benchmark:

SplayTree.prototype.insert = function(key, value) {

var node = new SplayTree.Node(key, value);

if (kRey > this.root_.key) { Performance boost:
< node. left = this.root_;

node.right = this.root_.right; 15% @
(]
} else {

node.right = this.root_; 6.7% @
node. left = this.root_.left; ’

}

this.root_ = node;

}s;

31

Liang Gong, Electric Engineering & Computer Science, University of California, Berkeley.
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JITProf Simulates the Hidden Classes
based on the information provided by Jalangi

Liang Gong, Electric Engineering & Computer Science, University of California, Berkeley.



Back to the Motivating Example

function Thing(flag) {
if (Iflag) {

Each object has a meta information
associated with it

The meta information keeps track of its
object layout and its transition history.

this.b = 4; .
this.a = 3;
} else {
this.a = 2;
this.b = 1; .
}
}
for(var 1 = 0; 1<1000000;1i++) {
var o = new Thing(i1%2);
result += o.a + o.b;
}

33
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Back to the Motivating Example

function Thing(flag) {
if (!flag) {
this.b = 4; 4m
this.a = 3;

} else {
this.a = 2;
this.b = 1;

}

}

for(var i = 0; 1<1000000;1i++) {
var o = new Thing(i%2);
result += o.a + o.b;

34

Liang Gong, Electric Engineering & Computer Science, University of California, Berkeley.



Back to the Motivating Example

Objects
Hidden Classes
Anonymous B Property | Offset
Hidden Class __proto__

this.b = 4; 4m Hidden class simulation before the statement

© Liang Gong, Electric Engineering & Computer Science, University of California, Berkeley.
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this.b

Back to the Motivating Example

Objects
Hidden Classes
Anonymous B Property | Offset
Hidden Class __proto__

Hidden class simulation before the statement

Objects
Hidden Classes
Anonymous Property | Offset
Offset 0 4
__proto__
Hidden Class I
\ v
Property | Offset
b 0
__proto__

Hidden class simulation after the statement

© Liang Gong, Electric Engineering & Computer Science, University of California, Berkeley.



Back to the Motivating Example

function Thing(flag) {
if (!flag) {

this.b = 4;
this.a = 3;
} else {
this.a = 2;
this.b = 1;

}
for(var 1 = 0;

result += o.a + o.b;

37

Objects

Anonymous

Hidden Classes

Offset 0 4

Offset 1 3

Hidden Class

1<1000000; 1++) {
var o = new Thing(i%2);

Objects

Anonymous2

Offset 0 2

Offset 1 3

Hidden Class

Property | Offset
__proto__
v T
Property | Offset Propert-y Offset
b 0 a 0
__proto__ __proto__
| |
\ 4 \ 4
Property | Offset Property | Offset
b 0 a 0
a 1 b 1
proto proto
A

© Liang Gong, Electric Engineer

ing & Computer Science, University of California, Berkeley.
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Back to the Motivating Example

this.b = 4; 4m



Back to the Motivating Example

this.b = 4; . 4=
> Jalangi
invoke

v

function putFieldPre (iid, base, offset, val .. ) {
// Logic for updating the hidden class

39
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Back to the Motivating Example

this.b = 4; . 4=

> Jalangi
: this.b = 4;

invoke .

v

function putFieldPre (iid, base, offset, val .. ) {
// Logic for updating the hidden class

40
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Back to the Motivating Example

this.b = 4; . 4=

> Jalangi

this\b = 4;

invoke .

v

function putFieldPre (iid, base, offset, val .. ) {
// Logic for updating the hidden class

41

© Liang Gong, Electric Engineering & Computer Science, University of California, Berkeley.



Back to the Motivating Example

this.b = 4; . 4=

> Jalangi
= (this|/b|= 4;

invoke .
v: j

function putFieldPre (iid, base, offset, val .. ) {
// Logic for updating the hidden class

42

© Liang Gong, Electric Engineering & Computer Science, University of California, Berkeley.



Back to the Motivating Example

this.b = 4; . 4=

> Jalangi

(this|b|= (4}

invoke .
v: j

function putFieldPre (iid, base, offset, val .. ) {
// Logic for updating the hidden class

43

© Liang Gong, Electric Engineering & Computer Science, University of California, Berkeley.



Back to the Motivating Example

this.b = 4; . 4=

> Jalangi

(this|b|= (4}

invoke .
v: j

function putFieldPre (iid, base, offset, val .. ) {
var sobj = J%.smemory.getShadowObject(base);
sobj.hiddenClass ...

44

© Liang Gong, Electric Engineering & Computer Science, University of California, Berkeley.



Back to the Motivating Example

function Thing(flag) { Intercept putField to update

i1f (!flag) { e .
this.b = e i the hidden class

this.a = 3 e gﬁ
} else { K

this.a = 2 0

this.b = 1 e

}

for(var i = 0; 1<1000000;i++) {
var o = new Thing(1%2);
result += o.a + o0.b;

}

var o = {a: 1, b: 2};

45

© Liang Gong, Electric Engineering & Computer Science, University of California, Berkeley.



Back to the Motivating Example

function Thing(flag) { Intercept putField to update
1f ( I fLag) { P—

this b = fs e = the hidden class
° — 5} o::o’

this.a = 3je-"" '?
} else { L

this.a = 2o _Intercept invokeFun to record
! this.b = 1 #" object creation location

}

for(var i = 0; 1<1000000;i++) {
var o = new Thing(i%2);e"
result += o.a + o0.b;

}

var o = {a: 1, b: 2};

46

© Liang Gong, Electric Engineering & Computer Science, University of California, Berkeley.



Back to the Motivating Example

function ’leing(fLag) { _Intercept putField to update
t -Jea AN ]
f (ti'isgz f 4-. ................. “.:o‘:::::.‘:“' the hldden class
. - F) ““o::’.
thiS.a = 3,’. .............. :?
} else { 'yfj |
this.a = 2o _Intercept invokeFun to record
) this.b = 10 <" object creation location
}

.Intercept getField to record

for(var i = 6; i<1eeeeee,~i++)y,{' <" inline cache misses
var o = new Thing(i%2) ;e :

PR AGIRY
. .
---------------------

Ly

Liang Gong, Electric Engineering & Computer Science, University of California, Berkeley.



Back to the Motivating Example

function ’leing(fLag) { _Intercept putField to update
t -Jea AN ]
d (tJi:ngl)D f Y R TR o the hidden class
° - s “":}:"
this.a - 3,’. ------------- :.:‘;.
} else {
this.a = 2o _Intercept invokeFun to record
) this.b = 10 <" object creation location
}

.Intercept getField to record

for(var i = 6; i<1eeeeee,~i++)y,{' <" inline cache misses
var o = new Thing(i%2) ;e :

result += o0.a + 0.b; e .
) e Intercept Literal to update
............... *hidden class + record object
var o = {a: 1, b: 2}; creation location
48

© Liang Gong, Electric Engineering & Computer Science, University of California, Berkeley.
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JIT-unfriendly Code Checked by JITProf

Use inconsistent object layout

Access undeclared property or array element
Store non-numeric value in numeric arrays

Use in-contiguous keys for arrays

Not all properties are initialized in constructors
... and more

© Liang Gong, Electric Engineering & Computer Science, University of California, Berkeley.



Install DLint and JITProf with Jalangi2

! https://github.com/ksen007/jalangi2analyses

El npm install

ITIitlTIpl'l:lxy (third-party framework)

pip install pyOpenSSL
pip install mitmproxy==0.11.3

Install the mitmproxy certificate manually (drag-and-drop)

50

Liang Gong, Electric Engineering & Computer Science, University of California, Berkeley.



ITIitlTIpl'l:lxy (third-party framework)

* man-in-the-middle proxy

* Interactive, SSL-capable proxy for HTTP with
a console interface.

* Intercept http communication between the
client and the server for instrumentation.

forwarded
request request
—>
<« <«
forwarded response

response
Browser mitmproxy Server

51

Liang Gong, Electric Engineering & Computer Science, University of California, Berkeley.
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Install mitmproxy

pip install pyOpenSSL
pip install mitmproxy==0.11.3

>

[71

GET https://github.com/
+~ 200 text/html 5.52kB
GET https://al4B.e.akamai.net/assets.github.com/stylesheets/bundles/github2-24f59e3ded11f2a
1c7ef9ee730882bd8d550cTb8. css
+~ 200 text/css 28.27kB
GET https://a24B.e.akamai.net/assets.github.com/images/modules/header/logov7@4x-hover.png?1
324325424
+~ 200 image/png 6.01kB
GET https://a248.e.akamai.net/assets.github.com/javascripts/bundles/jquery-b2cal7cb3c906cec
cfd58811b430b8bc25245926. s
+ 200 application/x-javascript 32.59kB
L GET https://a248.e.akamai.net/assets.github.com/stylesheets/bundles/github-cb564c47c51a14
aflae265d7ebab59c4e78b92ch.css
+ 200 text/css 37.09kB
GET https://a248.e.akamai.net/assets.github.com/images/modules/home/logos/facebook.png?1324
526958
+ 200 image/png 5.55kB
GET https://github.com/twitter

[i:.%*] ?:help [*:8080]

Liang Gong, Electric Engineering & Computer Science, University of California, Berkeley.
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Install mitmproxy

pip install pyOpenSSL
pip install mitmproxy==0.11.3

>

[71

GET https://github.com/
+~ 200 text/html 5.52kB
GET https://al4B.e.akamai.net/assets.github.com/stylesheets/bundles/github2-24f59e3ded11f2a
1c7ef9ee730882bd8d550cTb8. css
+~ 200 text/css 28.27kB
GET https://a24B.e.akamai.net/assets.github.com/images/modules/header/logov7@4x-hover.png?1
324325424
+~ 200 image/png 6.01kB
GET https://a248.e.akamai.net/assets.github.com/javascripts/bundles/jquery-b2cal7cb3c906cec
cfd58811b430b8bc25245926. s
+ 200 application/x-javascript 32.59kB
L GET https://a248.e.akamai.net/assets.github.com/stylesheets/bundles/github-cb564c47c51a14
aflae265d7ebab59c4e78b92ch.css
+ 200 text/css 37.09kB
GET https://a248.e.akamai.net/assets.github.com/images/modules/home/logos/facebook.png?1324
526958
+ 200 image/png 5.55kB
GET https://github.com/twitter

[i:.%*] ?:help [*:8080]

Liang Gong, Electric Engineering & Computer Science, University of California, Berkeley.



The HTTPS Problem

 Man-in-the-middle Proxy

 SSLand HTTPS is designhed against MITM

e HTTPS Handle shake error due to uncertified
modification via instrumentation

forwarded
request

e

<«
response

Browser mitmproxy + Server
Jalangi Instrumentation

54
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The HTTPS Problem

 Man-in-the-middle Proxy

 SSLand HTTPS is designhed against MITM

e HTTPS Handle shake error due to uncertified
modification via instrumentation

forwarded

request request

response

Browser mitmproxy + Server
Jalangi Instrumentation
+ a Certificate Authority Implementation

55
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The HTTPS Problem

 Man-in-the-middle Proxy

 SSLand HTTPS is designhed against MITM

e HTTPS Handle shake error due to uncertified
modification via instrumentation

forwarded

request request

response

Browser mitmproxy + Server
Jalangi Instrumentation
+ a Certificate Authority Implementation

56
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Install the CA System of mitmproxy

* pip install mitmproxy==0.11.3
* Then run mitmproxy in the terminal
* In browser, configure HTTP and HTTPS proxy

e Server:127.0.0.1

Use a prediction service to help complete searches and URLs typed in the address bar or the app launcher

search box
Network
Use a prediction sel to load |
Autom lly report details of pg
Protect you and your device fron

Use a web service to help resolv

Automatically send usage statist|

Send a "Do Not Track” request ¥ Select a protocol to configure: Secure Web Proxy Server

¥ Auto Proxy Discovery 127.0.0.1

Automatic Proxy Configuration
¥ Web Proxy (HTTP)
« Enable Autofill to fill out web form cure We]:Prbxy

Passwords and forms

+| Offer to save your web passworg FTP Proxy

SOCKS Proxy
Streaming Proxy (RTSP)
Gopher Proxy

Web content
Font skee: izl B Exclude simple hostnames
Page zoom: Bypass proxy settings for these Hosts & Domains:

« | Pressing Tab on a webpage high

Network

Google Chrome is usi 0 ¥ Use Passive FTP Mode (PASV)

Change proxy settings...

Languages
Change how Chrome handles and dispaysrenguagssmssan

Language and input settings...

57

Port: 8080

Wi-Fi = TCP/IP | DNS = WINS = 802.1X 5| Hardware

Proxy server requires password

Cancel

Liang Gong, Electric Engineering & Computer Science, University of California, Berkeley.



Install the CA System of mitmproxy

* pip install mitmproxy==0.11.3
* Then run mitmproxy in the terminal
* In browser, configure HTTP and HTTPS proxy

e Server:127.0.0.1

Use a prediction service to help complete searches and URLs typed in the address bar or the app launcher

search box
Network
Use a prediction sel to load |
Autom lly report details of pg
Protect you and your device fron

Use a web service to help resolv

Automatically send usage statist|

Send a "Do Not Track” request ¥ Select a protocol to configure: Secure Web Proxy Server

¥ Auto Proxy Discovery 127.0.0.1

Automatic Proxy Configuration
¥ Web Proxy (HTTP)
« Enable Autofill to fill out web form cure We]:Prbxy

Passwords and forms

+| Offer to save your web passworg FTP Proxy

SOCKS Proxy
Streaming Proxy (RTSP)
Gopher Proxy

Web content
Font skee: izl B Exclude simple hostnames
Page zoom: Bypass proxy settings for these Hosts & Domains:

« | Pressing Tab on a webpage high

Network

Google Chrome is usi 0 ¥ Use Passive FTP Mode (PASV)

Change proxy settings...

Languages
Change how Chrome handles and dispaysrenguagssmssan

Language and input settings...

58

Port: 8080

Wi-Fi = TCP/IP | DNS = WINS = 802.1X S lardware

Proxy server requires password

Cancel

Liang Gong, Electric Engineering & Computer Science, University of California, Berkeley.



Install the CA System of mitmproxy

* pip install mitmproxy==0.11.3
* Then run mitmproxy in the terminal
* In browser, configure HTTP and HTTPS proxy

e Server:127.0.0.1

Port: 8080

Use a prediction service to help complete searches and URLs typed in the address bar or the app launcher

search box

Use a prediction sel to load |
Automatically report details of pg
Protect you and your device fron
Use a web service to help resolv
Automatically send usage statist

Send a "Do Not Track" request ¥

Passwords and forms

« Enable Autofill to fill out web form

« Offer to save your web passworg

Web content
Font si Medium

Page zoom: 100%

« | Pressing Tab on a webpage high

Network
Google Chrome is usil OUF G DU

Change proxy settings...

Languages

Network

Wi-Fi = TCP/IP | DNS = WINS = 802.1X lardware

Select a protocol to configure: Secure Web Proxy Server

¥ Auto Proxy Discovery 127.0.0.1
" minalit FIOXY COIg e "
v Web Proxy (HTTP)
cure Web
FIr rimn,
SOCKS Proxy
Streaming Proxy (RTSP)
Gopher Proxy

Proxy server requires password

Exclude simple hostnames

Bypass proxy settings for these Hosts & Domains:

v Use Passive FTP Mode (PASV)

Cancel

Change how Chrome handles and dispaysrenguagssmssan

Language and input settings...
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Install the CA System of mitmproxy

* pip install mitmproxy==0.11.3

* Then run mitmproxy in the terminal

* In browser, configure HTTP and HTTPS proxy
* Server:127.0.0.1 Port: 8080

Use a prediction service to help complete searches and URLs typed in the address bar or the app launcher
search box

Network
Use a prediction sel to load |

Automatically report details of pe
Protect you and your device fron
tne,q weh senvice o helo . Wi-Fi | TCP/IP | DNS = WINS | 802.iX [WIME 'lardware
Automatically send usage statist|
Send a "Do Not Track” request ¥ Select a protocol to configure: Se~ __ wveD Proxy Server

¥ Auto Proxy Discovery 127.0.0.1

Passwords and forms ¥ esinalL FTOXY LY e 7
v Web Proxy (HTTP)
« Enable Autofill to fill out web form cure Web

Proxy seiw

« Offer to save your web passworg FIFrien,

SOCKS Proxy
Streaming Proxy (RTSP)
Gopher Proxy

Web content

Font si :
o izl B Exclude simple hostnames
Page zoom: 100% Bypass proxy settings for these Hosts & Domains:

« | Pressing Tab on a webpage high

Network

Google Chrome is using your ew U ¥ Use Passive FTP Mode (PASV)

Change proxy settings...
Cancel
Languages
Change how Chrome handles and dispaysrenguagssmssan

Language and input settings...
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Install the CA System of mitmproxy

P r

mitm.it

mitmproxy

1. Type mitmproxy in the console
Click toins 2. Open the browser with proxy configured
.& Go to “mitm.it” URL

S5 " -

Windows Android

jalangl? analyses — Python — B0x24
GET https:// 9.4 .
goutshprops
debedpli®
18AID=1094

GET https
t-onsghs
ey=AlLz

GET https
t-ansgh
key=A

GET https
t-ansgh
gkey=A

GET https
t-ansgh
ugkey=i
* 208 %

q: ht;Di:;
[1r30] P:help [=:8080]

pemn (l).cer 3 Show All x
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Install the CA System of mitmproxy

LT

mitm.it

mitmproxy

pemn (l).cer

Click on the icon of the OS you are using

Click to install the mitmproxy certificate:

Windows Android

jalangl? analyses — Python — B0x24
https://9
goutshprops
debedpli®
18AID=1094

T https

t-onsghs
ey=AlLz
https
t-ansgh
key=A

ET https

t=-0nsgh
gkey=A

T https

[1/30]

t-ansgh
ugkey=i
- 209 t
https:/

P:help [=:8080] 3 Show All

Liang Gong, Electric Engineering & Computer Science, University of Calif
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Install the CA System of mitmproxy

LT

mitm.it

mitmproxy

‘ pemn (l).cer

A certificate file will be downloaded

Click to install the mitmproxy certificate:

|I|FI|'
Android

jalangl? analyses — Python — B0x24
https://9
goutshprops
debedpli®
18AID=1094

T https

t-onsghs
ey=AlLz
https
t-ansgh
key=A

ET https

t=-0nsgh
gkey=A

T https

BN (1/30)

t-ansgh
ugkey=i
- 209 t
https:/

P:help [=:8080] 3 Show All
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Install the CA System of mitmproxy

mitmproxy

Open the “Keychain” app in Mac OS
eod ' - _ Keychain Access
._.J[ Click to lock the login keychain.
¥] In-‘:i:dinb R mitmproxy
@ Local Items i

System —

Systemn Roots

Keychain

Category
All Items
.. Passwords
Secure Motes
| My Certificates

Keys : Jun 4, 2019, 9:28:56 PM
Certificates 4

‘ m [1)cer —- s -
- - : 14 items

Liang Gong, Electric Engineering & Computer Science, University of California, Berkeley.




Install the CA System of mitmproxy

mitmproxy

Drag and drop the cer file into the keychain
anod ; o ' Keychain Access
._.j Click to lock the login keychain.
¥] In;::'r - T mitmproxy
@ Local Items
System —

Systemn Roots

Keychain

Category
All Items
.. Passwords
Secure Motes
| My Certificates

| Keys . : Jun 4, 2019, 9:28:56 PM
L Certificates 4

‘ m (ll.cer r— e =
- - : 14 itemns
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Other Resources

Jalangi (v2) Github
https://qgithub.com/Samsung/jalangi2

DLint + JITProf Github based on Jalangi (v2)
https://qgithub.com/ksen007/jalangi2analyses

JITProf Visualization Github based on Jalangi (v2)
https://qgithub.com/JacksonGL/jitprof-visualization

Questions | 2
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Rule #5: Use Contiguous Keys for Array

var array = [];
for (var 1=10000;1>=0;1--){
array[i] = 1i;

}

© Liang Gong, Electric Engineering & Computer Science, University of California, Berkeley.



Rule #5: Use Contiguous Keys for Array

var array = [];
for (var 1=10000;1>=0;1--){
array[i] = 1i;

}

array[10000] = 10000;
array[9999] = 9999;

* non-contiguous array
 To save memory, JIT-engine decides to represent the
array with slow data structures like hash table.
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Rule #5: Use Contiguous Keys for Array

var array = [];
for (var 1=10000;1>=0;1--){
array[i] = 1i;

}

for (var 1=0;1<=10000;1++){
array[i] = 1i;

}
10X+ speedup!

© Liang Gong, Electric Engineering & Computer Science, University of California, Berkeley.
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Rule #5: Use Contiguous Keys for Array

var array = [];
for (var 1=10000;1>=0;1--){
~-> locl: array[1] = 1;

: * Intercept putField operation of arrays
- o Rank locations by number assignments to
i  non-contiguous arrays

© Liang Gong, Electric Engineering & Computer Science, University of California, Berkeley.



improve

(*Ymeans smaller is better group |average | .
sunspider-chrome-sha1 (¥) orgnal | 88L15%8 1 26.3%
octane-firefox-Splay ongnal__ > 1 3.5%
Sunspider-String-Tagcloud (*) o118 1 11,79,
octane-firefox-DeltaBlue orgnal 285> 1 1.4%
octane-chrome-Box2D orgnal 2 1 7.5%
octane-chrome-RayTrace e 12.9%
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higher = better j
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improve

(*)means smaller is better group | average te
octane-chrome-Splay e e 1 15.1%
octane-chrome-Splaylatency — ——meia 290022 1 3.8%
sunspider-chrome-3d-Cube (¥)  |—omea 2240 1 19
sunspider-firefox-sha1 (¥) orenal_ oAl 3.3%
sunspider-firefox-Xparb (¥) e 19.7%
sunspider-chrome-md5 () orenal_ 151 24.6%
sunspider-chrome-format-tofte (¥) —aere——— 2221 3 49
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higher = better )
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DLint: Dynamically Checking
Bad Coding Practices in JavaScript

Liang Gong, Michael Pradel, Manu Sridharan, Koushik Sen [ISSTA'15]

L]
' s H o T ESLIn
@ Watch ~ 214 +“ Star 4,135 vak 865 75 Star 1,349

@ Watch ~ * Y Fork 222

* Designed and Implemented in 10 days
* Not all decisions were well-thought

* Problematic language features

— Error prone
— Poor performance
— Prone to security vulnerabilities

 Problematic features are still around
— Backward compatibility
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Hidden Class

var obj = {a:1,b:2}
var obj2 = {a:3,b:4}

Map in V8
Shape in SpiderMonkey
Structure in JavaScriptCore

77

Objects

obj

Offset 0

Offset 1

2

Hidden Class

\ Property | Offset

obj2

Offset 0

Offset 1

Hidden Class

Hidden Classes

© Liang Gong, Electric Engineering & Computer Science, University of California, Berkeley.



Hidden Class

Objects
. obj
var obj = {a:1,b:2} — 0’
o set
var obj2 = {a:3,b:4}
Offset 1 2 Hidden Classes
function getA(o){ Hidden Class ~~ | Property | Offset
return o.a; - a 0
obj2
} Offset0 | 3 : -
o se
getA(obj); 1 |2 __proto__
Hidden Class

78
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Hidden Class + Inline Caching

Objects
. obj
var obj = {a:1,b:2} — 0’
o set
var obj2 = {a:3,b:4}
Offset 1 2 Hidden Classes
function getA(o){ Hidden Class ~~ | Property | Offset
return o.a; - a 0
obj2
} Offset0 | 3 : -
o se
getA(obj); 1 |2 __proto__
e 'l IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII Hidden Class
: function getA (o) {

if (o is an object &&

o.hiddenclass == cached_hiddenclass)g

return o[cached a offset];
else({

// jump to V8 runtime

79
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Hidden Class + Inline Caching

Objects
. obj
var obj = {a:1,b:2} — 0’
o set
var obj2 = {a:3,b:4}
Offset 1 2 Hidden Classes
function getA(o){ Hidden Class ~~ | Property | Offset
return o.a; - a 0
obj2
} Offset0 | 3 : -
o se
getA(obj); 1 |2 __proto__
e 'l IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII Hidden Class
: function getA (o) {

if(o is an object && :
o.hiddenclass == cached hiddenclass) i

return o[cached a offset]; &m An inline cache hit
else( :

// jump to V8 runtime

80
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Hidden Class + Inline Caching

Objects
. obj
var obj = {a:1,b:2} — 0’
o set
var obj2 = {a:3,b:4}
Offset 1 2 Hidden Classes
function getA(o){ Hidden Class ~~ | Property | Offset
return o.a; - a 0
obj2
} Offset0 | 3 : -
o se
getA(obj); 1 |2 __proto__
e 'l IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII Hidden Class
: function getA (o) {

if(o is an object && :
o.hiddenclass == cached hiddenclass) i

return o[cached a offset]; &m An inline cache hit
else( :
jump to V8 runtime : T .
\ // jump untd &= An inline cache miss
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Hidden Class + Inline Caching

* A monomorphic inline cache hit requires 3-10 instructions,
 while an inline cache miss requires 1000 ~ 4000 instructions ]

if(o is an object && :

o.hiddenclass == cached hiddenclass) i

return o[cached a offset]; &m An inline cache hit
else{ :

jump to V8 runtime ; inli i
// Jump unti 4= An inline cache miss

[1] Wonsun Ahn et al. PLDI ’14
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